Network Upgrade
Readiness Checklist

A practical guide to evaluate your network infrastructure

before planning an upgrade or refresh.
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1. Current Infrastructure Inventory

Document all active network switches (make, model, age, firmware version)

Map wireless access points and coverage areas

List all routers, firewalls, and security appliances

Record current internet circuit details (provider, speed, SLA)
Identify all network closets / IDF / MDF locations

Note UPS / power backup status for network equipment
Document cabling infrastructure (Cat5e, Cat6, Cat6a, fibre)

Record current number of wired and wireless endpoints

2. Performance & Capacity

Measure current bandwidth utilisation at peak hours
Test WiFi speeds in all key areas (offices, meeting rooms, public spaces)
Check switch uplink utilisation — are any above 70%?
Identify any known dead spots or weak coverage areas
Record average network uptime over the past 12 months
Document any recurring performance complaints from users

Assess whether current capacity supports planned growth (2-3 years)



3. Security Assessment

Review firewall rules — when were they last audited?

Check if network segmentation is in place (guest, corporate, 1oT)
Verify 802.1X / NAC is configured for wired and wireless access
Assess WPAS3 readiness on wireless infrastructure

Review VPN configuration and remote access policies

Check if intrusion detection / prevention (IDS/IPS) is active

Document who has administrative access to network devices

. Management & Monitoring

Is a centralised network management platform in place?

Are alerts configured for device failures and threshold breaches?

Is firmware patching on a regular schedule?

Do you have documented network diagrams (logical and physical)?
Is configuration backup automated for all network devices?

Do you have an SLA with your current network support provider?

. Business Readiness

Define the business case for the upgrade (growth, compliance, performance)
Identify stakeholders and decision-makers for the project

Set a realistic budget range (CAPEX and/or OPEX)

Determine acceptable downtime window for migration

Plan for staff training on new systems

Consider managed services for ongoing support and monitoring

Need Expert Help With Your Network Upgrade?

Request a free, no-obligation network assessment from our HPE Aruba certified engineers.
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